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- CQ/ers toplcs in Iectures prOJect o text )0Q /I}‘gmework empha5|s orfs"e.;ond half of quarter
* Questions about the test should be sent to JZ/'I:As by e-mail %
. Whén appropriate, we’ll post on Cataiyst
 Bonus Question: What are my office hour times? { 1

. Wednesdays, 1:10 to 3:00 (but not anymore!)
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MEDIUM ACCESS CONTROL (1)

y P = A LO H A P rOtOCO| Campus with

terminal access Origin of Aloha network

e Used random access (collisions
inevitable but traffic infrequent)

* Central station rebroadcasts
received frames

Main campus
(with computer})

* Frames with bad checksums are c o
-aImnpus wit
thrown dWay terminal access

* |f you don’t hear your frame, wait
a random amount of time and try
again
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ou have to walt ntil the b Jﬁ nlng of a new sIot to transmit

. Decreases likelihood of coIhsnons but they’ll still happen
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CARRIER SENSE MULTIPLE ACCESS WITH COLLISION
DETECTION (CSMA/CD)

e Nodes detect traffic on the line and wait to transmit until it’s clear

e Collisions are detected, and a random amount of time is waited
before a retransmit

* Bonus question: Why doesn’t Ethernet use this anymore?

* Hosts can communicate directly with Ethernet switches,
completely avoiding collisions.



BINARY EXPONENTIAL BACKOFF

e Wait a random number of slots
between 0 and n

e n starts at 1 and doubles each time
there’s a collision




WIRELESS (802.11) MULTIPLE ACCESS

e 802.11 (wireless) nodes use CSMA/CA (Collision Avoidance), which

listens for a signal and holds off on transmitting until there is no
traffic

* Bonus question: why does 802.11 use a variable bitrate, while
Ethernet’s bitrate is constant once configured?

 802.11's maximum bitrate can change easily; Ethernet’s cannot.



HIDDEN TERMINAL PROBLEM

* |ssue that can cause wireless interference
 Bonus Question: what are some ways to mitigate this?
e RTS/CTS, power increases, and relocating the
node/obstacles

B is a hidden terminal to A




TOKEN RING NETWORKS

 Nodes are arranged in a ring
* Nodes take turns, passing around a token
* The node with the token can talk

* |f atoken hasn’t been seen recently, it may
have been lost

 When a new token needs to be generated, one node (the “active monitor”)
regenerates it

* If this fails, stations will contend to be the new active monitor

* Bonus Question: How do you determine who gets to be the new active monitor?

* Node with the highest MAC address wins.



LAN HUBS AND SWITCHES
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Internet -\} Computer 1
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* Bonus question: what’s the difference
between a switch and a hub?

* Hubs are logically equivalent to a long
cable

e Switches keep wires separate
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to Internet
connection

| Game Console
Computer 2

Computer 3
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c;eate an aggregate nefwork -

* Simply forward received frames (as opposed to routers WhICh
route them)
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+ Node with lowest MAC is

~« Each node remembers shorteét path to the root it sees
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SPANNING TREE POEM: “ALGORHYME”

| think that | shall never see

A graph more lovely than a tree.
A tree whose crucial property

Is loop-free connectivity.

A tree that must be sure to span
So packets can reach every LAN.

First, the root must be selected.

By ID, it is elected.

Least-cost paths from root are traced.
In the tree, these paths are placed.

A mesh is made by folks like me,
Then bridges find a spanning tree.

-Radia Perlman
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e Link-state algorithm f\'\z "



DISTANCE VECTOR ALGORITHM

e Uses Bellman-Ford algorithm

* Each node maintains a table of the shortest path to each node
through each node

* Nodes send their full routing table to their neighbors only

 When a node receives tables from its neighbors, it recalculates the
shortest paths

e Algorithm stops when all of the routing tables have converged

* Requires lots of space for routing table storage
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- Nodes calculate the shortest path t0"every possible destination (usually with
Dijkstra’ s algorithm) ,

* These paths are put into a routing table

e Requires more processing power/logic to calculate link properties/metrics
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* BGP mUst be manually c-onfigtjréd; no discovery, and often based
~on policy
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CLASSLESS INTER-DOMAIN ROUTING (CIDR)

* Designates subnets within the IP address space

* [P address of subnet followed by the number of bits that are used for
routing (32 minus the number of bits free for subnet addressing)

* Note: the first address in a subnet is used as the subnet address
(seldom actually used), and the last address is the broadcast address.

e Bonus Question: What would the broadcast address be for the subnet
24.18.4.0/24>

* 24.18.4.255



GETTING ADDRESSES WITH ARP AND DHCP

* ARP (Address Resolution Protocol) allows
hosts to convert an IP address to a MAC
address

 DHCP allows hosts that’ve just joined a
network to receive an IP address

 Bonus Question: how could a hacker use
ARP maliciously?

By ARPing IP addresses it hears with its

own MAC address, or with non-existent
MAC addresses.




NETWORK ADDRESS TRANSLATION (NAT)

Hello, my name is

24.18.44.222:2222 —»192.168.56.1:8888
e Allows computers connected to a router

with a single IP address to be addressed by
an IP address/port pair

* Bonus Question: If Alice is connecting to Bob, how can
Alice and Bob tell if Alice is on a NAT?

* Alice sends a packet to Bob with a payload
containing a hash of her own source IP address and
port. Bob hashes the source IP address and port,
and sees if that hash matches the payload hash.
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pn Why we manlpulated packets tg"curn off keep-alive

« Some basic errors that happen W|th TCP and how they can be
" mitigated
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SAMPLE PROBLEM: CIDR (SOLUTION)

The routing prefix is 20, which means that there are 12 bits of
data that is unmasked and can be used for the network. 12

bits of data can provide 2212, or 4096, different hosts. (Or
4094, if you don’t count the first and last addresses.)



SAMPLE PROBLEM: CIDR

A router has the following CIDR entries in its forwarding
table:

135.46.56.0/22 Interface A

135.46.60.0/22 Interface B
135.46.40.0/23 Interface C

Default Interface D

If a packet with the IP address 135.46.63.10 arrives, where does
the router forward it?



SAMPLE PROBLEM: CIDR (SOLUTION)

135.46.56.0/22

135.46.60.0/22

135.46.40.0/23

Default

So a packet addressed to 135.46.63.10 would be

135.46.56.0 — Interface A

135.46.59.255

135.46.60.0 —
135.46.63.255

135.46.40.0 -
135.46.41.255

Everything else

Interface B

Interface C

Interface D

forwarded onto interface B.



SAMPLE PROBLEM: DISTANCE-VECTOR ROUTING

Each node maintains a vector of distances (and next hops) to all destinations

1. |Initialize vector with O (zero) cost to self, == (infinity) to other destinations
2. Periodically send vector to neighbors

3. Update vector for each destination by selecting the shortest distance heard,
after adding cost of neighbor link

e Use the best neighbor for forwarding



Problem

* What will A’s routing table

ook like when it converges?

— Can only talk to nodes B and E F
O
To | Cost 4 2
A 3 E
o, o o0 O 10
Initial C o G 3 / :
vector D | - . 1
co O
E .‘/4 ® D
F | = A B
G 0 2 2
H o0

CSE 461 University of Washington
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Step 1

* First exchange with B, E; learn best 1-hop routes

A’s
Cost

A’s
Next

0

4

B

(e @)

o0

10

(e @)

o0

CSE 461 University of Washington

Ta B E B E
says | says +4 | +10
A 00 00 00 00
B | 0| 4 | w
C 0 © | =>| o 0
D 0 00 00 )
E | » | 0 o | 10
F 0 o0 o0 %)
G 0 0 ) )
H 0 00 00 0
Learnec

o0

better route

F
0
2
3 E
o
2
~ 4
1
| oD
B
2 2
HO O
3 C
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Step 2

* Second exchange; learn best 2-hop routes

To B =
SaySs|says
A 4 | 10
B 0 4
C 2 1
D 00 2
E 4 0
F 3 2
G 3 00
H ) )

CSE 461 University of Washington

B E
+4 | +10
8 | 20
4 | 14
6 11
o | 12
8 | 10
7 | 12
V4 )

A’s | A’s
Cost|Next
0 -

4 B
6 B
12 | E
8 B
7 B
4 B

O

OO

oD
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* Third exchange; learn best 3-

Step 3

+
N

E
+10

18

A’s
Cost

A’s
Next

13

0

11

12

10

12

B E

To

says|says

A 4 8
B 0) 3
C 2 1
D 4 2
E 3 0)
F 3 2
G 3 6
H 5 4

16
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OIN NN |HA~ |00

14

O NN /N[0 O (D>

O 0 00|00 W 0| W

nop routes
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* Subsequent exchanges; converged

Step 4

+
N

E
+10

17

A’s
Cost

A’s
Next

13

0

11

12

10

12

B E

To

says|says

A 4 7
B 0) 3
C 2 1
D 4 2
E 3 0)
F 3 2
G 3 6
H 5 4
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o are tﬁe thre@ Nonoverlap plng 802.11 channels
Bl supported by most W|reless dewces?
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* For most t organiz: SS A network with 16 m|II|on
add resses is too b|, and a ass C network with 256 RRRNY
‘addresses is too small. A class B network, with 65536
“addresses is just right. What is the name for this problem?
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ynamic Hos
- Protocol
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i r,ar.héést' v L . Wired Equivalent Privacy
Three Bears Problem - 13. Wi-Fi Protected Access

35 (actually ~2.56s) ~ 14. Internet Control Message Protocol
15. Digital Subscriber Line

o U~ W

. I'm a Teapot

Uniform Resource Locator 16. Rivest, Shamir, Adleman

/\% - User Datagram Protocol

9. Request for Comments
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HTTP Error 413: That's what she sal.d
. Why did the IPv4 addresses take a nap? | SN

i J

* They were exhausted!

* |'d tell you a joke about CIDR, but you're too classy.
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csepS52/13sp/

ECRNE.

. ceb552/13sp/video/

»  http://courses.cs.washington.edu/course:

=

- BitTorrent is a really cool protocol; look it up!
* Build a wireless sensor network '

* This book is pretty good: http://shop.oreilly.com/product/9780596807740.do
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° http //www gdcvault. cdm/plav/10143'45/l -Shot-You-First-Networking = ™™

o3 Reverse-englneeryourwweless devices: 4 ' ﬁ\ |

* Capture all the packets!
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